ABSTRACT In this paper, we address the problem of green and secure communications under adverse conditions, i.e., no instantaneous eavesdropper channel state information (CSI) and imperfect instantaneous legitimate CSI. The benefits of a massive multiple-input multiple-output relay are exploited to significantly improve the secrecy energy efficiency (bit per Joule), which is defined as the ratio of secrecy outage capacity and total power consumption. The focus of this paper is on joint power allocation at the source and the relay to maximize the secrecy energy efficiency. Accordingly, two energy-efficient power allocation schemes are proposed under joint and distributed source and relay power constraints. We show that the two schemes asymptotically approach the same saturated energy efficiency. Finally, simulation results validate the advantage of the proposed energy-efficient schemes compared with several baseline schemes.
I. INTRODUCTION
The open nature of wireless medium is usually exploited to improve spectral efficiency through multiuser transmission, but also results in information leakage to an unintended user. Recently, as a complement to traditional upper-layer encryption technologies [1] , [2] , physical layer security (PHY-security) is promoted to realize secure communications by exploiting the uncertainties of wireless channels, i.e., noise, fading and interference [3] , [4] . Besides the dramatically saved overhead cost due to reduced private keys exchanges, PHY-security has a potential to push the state-ofthe-art secrecy performance towards a brand new level with its theoretically uncompromisable security guarantee.
From an information-theoretical viewpoint [5] , [6] , [8] , the goal of PHY-security is to maximize the rate difference between the legitimate channel and the eavesdropper channel, namely secrecy rate. Intuitively, the secrecy rate can be increased by two means: (i) enhancing legitimate channel quality, (ii) impairing the interception channel. Motivated by this, a variety of advanced PHY techniques have been introduced in PHY-security. Wherein, MIMO relaying techniques have a promising capability to simultaneously achieve the two goals mentioned above [9] - [12] . First, the use of a relay shortens the per-hop distance and provides a diversity gain, and thus improves the legitimate signal quality. Second, MIMO technique can weaken the interception signal via spatial beamforming. In [13] and [14] , two optimal beamforming schemes at the relay in two-hop secure communications based on amplify-and-forward (AF) and decode-and-forward (DF) relaying protocols were presented, respectively. However, the optimal schemes require global channel state information (CSI) to design beams. In fact, CSI, especially eavesdropper CSI, is extremely difficult to obtain, since an eavesdropper is usually passive and keeps silent. Several practical MIMO relaying designs based on more realistic CSI assumptions have been subsequently developed. A robust beamforming scheme that only requires partial eavesdropper CSI at the relay was given in [15] . In [16] , the artificial noise (AN) was applied in secure AF networks, and a low-complexity robust beamforming scheme was presented to achieve a balance between secrecy performance and design complexity. Furthermore, in the case of no instantaneous eavesdropper CSI, the AN signal was suggested to be transmitted in the null space of the legitimate channel, such that the signal-to-noise ratio at the eavesdropper is reduced while little negative effect is imposed on the legitimate signal [17] .
In secure communications, transmit power has a bidirectional effect on the secrecy performance due to its simultaneous impact on legitimate and eavesdropper signal quality. Hence, power allocation is necessary for further enhancing wireless security. In [18] , power allocation between desired signal and AN signal in a point-to-point secure MIMO system was investigated by maximizing a lower bound on the achievable secrecy rate. Meanwhile, the problem of power allocation for MIMO wiretap channels employing transmit antenna selection and Alamouti coding was addressed in [19] . For a secure relaying system, the problem becomes difficult due to the following two reasons. First, the source and relay powers are interrelated. Second, both of them affect the secrecy performance. Thus, a joint allocation of source and relay powers is preferred. In [20] , a suboptimal joint source and relay power allocation scheme was proposed based on forwarding the relaying signal in the null space of the eavesdropper channel. The above works have a common that they optimize the power with the goal of maximizing the secrecy rate. Recently, green communication, namely energy-efficient communication, receives more and more interests since energy saving and environment protection become global demands and inevitable trends [21] - [23] . Thus, it makes sense to maximize the energy efficiency while satisfying the requirement of secure communication [24] , [25] . In [26] , a suboptimal energy-efficient power allocation scheme was proposed for secure communication over decode-and-forward relay channels. Furthermore, the authors solved the problem of secure green communications in untrusted two-way relaying systems [27] .
A potential challenge for secure communications is the short-distance interception. If the eavesdropper is close to the transmitter, both secrecy rate and energy efficiency may be unsatisfactory. Recently, the application of massive MIMO (M-MIMO) shed light on possible significant improvements of secrecy performance [28] , [29] . Through steering a highresolution spatial beam towards the destination, M-MIMO technique manages to avoid information leakage to unintended users [30] . Especially, the combination of M-MIMO and relay can significantly enhance secrecy performance by jointly exploiting the benefits for physical layer security. In [31] , the secrecy outage capacity of AF and DF M-MIMO relaying systems was theoretically analyzed. It was shown that even in very adverse environments, such as short-distance interception, the secrecy outage capacity can be improved significantly. Furthermore, the secrecy outage capacity of DF M-MIMO relaying systems was optimized in [32] by jointly distributing source and relay transmit powers. In [33] , the energy efficiency of an AF M-MIMO relay aided secure communication system was analyzed, and an optimal relay power allocation scheme was proposed for maximizing the secrecy outage capacity. As mentioned above, in secure relaying systems, source and relay powers are coupled, and together affect the secrecy performance. However, to the best of our knowledge, joint source and relay power allocation for energy efficiency is still an open issue. In this paper, we address this task in an AF M-MIMO secure relaying system with the objective of maximizing the secrecy energy efficiency, so as to achieve green and secure communications. The contributions of this paper are as follows.
1)
We provide a performance analysis in terms of secrecy outage capacity for an AF M-MIMO relaying system with no instantaneous eavesdropper CSI and imperfect legitimate CSI, and reveal the necessary and sufficient condition for nonnegative secrecy outage capacity. Moreover, we show that the secrecy outage capacity grows monotonically with the number of antennas at the relay. This result suggests that, in order to achieve a higher secrecy capacity, we may simply add more antennas. 2) We propose two energy-efficient joint source and relay power allocation schemes which maximize the secrecy energy efficiency (bit per Joule) subject to joint and distributed power constraints, respectively. Although joint power constraint yields higher energy efficiency than distributed constraint at first, interestingly, both approaches asymptotically yield the same saturated energy efficiency as the power budget grows. 3) In contrast to the secrecy outage capacity, the secrecy energy efficiency cannot be improved by simply adding more antennas. Specifically, we show the existence of an optimal number of antennas at the relay which results in the highest energy efficiency. This is due to a constant circuit power consumption per antenna, and as the number of antennas increases, the total power consumption grows faster than the secrecy capacity. This result bears practical significance for M-MIMOenabled mobile devices because, in energy saving mode, some antennas can be turned off to achieve better energy efficiency.
The remainder of this paper is organized as follows. The two-hop M-MIMO relaying system model and AF relaying protocol are introduced in Section II. In Section III, we propose two energy-efficient power allocation schemes. In Section IV, we present some simulation results to validate the effectiveness of the proposed schemes. Finally, we conclude the paper in Section V.
Notation: Bold upper (or lower) letters are used to denote matrices (or column vectors), (·) H refers to conjugate transpose, E[·] is used to denote expectation, · stands for the L 2 norm of a vector, | · | denotes the absolute value, (a) + is an abbreviation for the operation max(a, 0), f (x) and f (x) denote the first and second derivative of f (x) with respect to x, and ∼ is used to refer to the equality in a distribution. The acronym ''i.i.d.,'' ''pdf,'' and ''cdf'' stand for ''independent and identically distributed,'' ''probability density function,'' and ''cumulative distribution function,'' respectively.
II. SYSTEM MODEL
In this section, we introduce the M-MIMO secure relaying system model and the corresponding AF relaying protocol under consideration. 
A. SECURE RELAYING SYSTEM
Let us consider an edge device-to-device (D2D) communication over a relay in Beyond 4th Generation (B4G) systems, as depicted in Fig. 1 . A pair of source and destination far away from the base station communicate with each other under the aid of a relay, while an eavesdropper intends to intercept the message. We assume that the relay is fixed and equipped with a massive antenna array, which is a key technology in B4G systems. According to [34] , a massive antenna array in B4G systems typically will comprise N R ≥ 64 antennas. The other nodes are equipped with a single antenna each due to the size limitation of mobile devices. Besides, the eavesdropper is assumed to be an idle destination, such that it also employs a single antenna. Due to a long propagation distance, a direct transmission path from the source to the legitimate destination does not exist. Thus, both the legitimate destination and the eavesdropper (an idle destination) only receive the signal from the relay, which is a frequently used assumption in related previous works, e.g., [26] , [35] , and [36] . Moreover, since the source and destination are at the edge of the cell, there is few other D2D communication pair under the coverage of the adopted massive MIMO relay.
The channels between the source and the relay, the relay and the destination, and the relay and the eavesdropper are given by
, respectively. Herein, α i,j is the distance-dependent path loss and h i,j is the small-scale fading channel coefficients vector with independent and identically distributed (i.i.d.) complex Gaussian entries with zero mean and covariance matrix I N R , where i ∈ {S, R} and j ∈ {R, D, E}. It is reasonable to assume that α i,j remains unchanged during a relatively long period and h i,j are block fading vectors, i.e., constant within a time slot and varying independently for slot to slot.
It takes two time slots to complete a whole transmission. In the first time slot, the source transmits information to the relay. Then, the received signal at the relay can be expressed as
where s is the normalized Gaussian distributed transmit symbol, P S is the transmit power at the source, and n R is the additive white Gaussian noise (AWGN) with covariance matrix I N R at the relay. During the second time slot, the relay forwards the post-processed signal r to the destination, while the eavesdropper also overhears the signal. Then, the received signals at the destination and the eavesdropper can be expressed as
and
respectively, where P R is the transmit power at the relay, n D and n E are AWGN with unit variance at the destination and the eavesdropper, respectively.
B. AF RELAYING PROTOCOL
The relay adopts the AF relaying protocol to forward the signal received from the source after left multiplying by a transformation matrix F. Mathematically, the normalized signal to be transmitted at the relay is given by
We assume that the relay has perfect CSI about h S,R by channel estimation, and only partial CSI about h R,D is available. This is because the estimation of h R,D is commonly performed by making use of channel reciprocity in time duplex division (TDD) systems. However, due to duplexing and decoding delay, the resulting estimated CSI at the relay is usually imperfect [37] . The relation between the estimated CSIĥ R,D and the real CSI h R,D is given by
where e is the estimation error vector with i.i.d. zero mean and unit variance complex Gaussian entries, and is independent ofĥ R,D . ρ, ranging from 0 to 1, is the correlation coefficient betweenĥ R,D and h R,D . In addition, since the eavesdropper is usually passive and keeps silent, the instantaneous CSI about h R,E is unavailable at the relay. In this paper, we assume the relay only has statistical knowledge about the channel from the relay to the eavesdropper, such as α R,E . It is reasonable because if the eavesdropper is an idle eavesdropper, the relay may obtain the position information. Therefore, F is designed only based on h S,R andĥ R,D , but is independent of h R,E . Considering low complexity and good performance in M-MIMO systems, we combine maximum ratio combination (MRC) and maximum ratio transmission (MRT) at the M-MIMO relay to process the received signal. Thus, the transformation matrix F is given by
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In this paper, we use secrecy outage capacity C soc to evaluate wireless security, since it is impossible to guarantee that the selected transmission rate is not greater than the secrecy capacity over fading channels if there is no instantaneous eavesdropper CSI at the relay. The secrecy outage capacity is defined as the maximum transmission rate such that the probability of the selected transmission rate being greater than secrecy capacity is smaller than a given value. Mathematically, it is given by
where C D and C E are the legitimate and eavesdropper channel capacities, respectively. ε is an outage probability associated to a secrecy outage capacity C soc .
III. ENERGY-EFFICIENT POWER ALLOCATION
Intuitively, both source and relay powers have great impact on the secrecy performance, since they simultaneously affect the legitimate and the eavesdropper channel capacities. Therefore, it makes sense to allocate transmit powers in the joint sense, so as to optimize the secrecy performance. In this section, we first analyze the secrecy outage capacity for an AF M-MIMO relaying system with no instantaneous eavesdropper CSI and imperfect instantaneous legitimate CSI, and then reveal the condition that the secrecy outage capacity is nonnegative, finally propose two joint power allocation schemes for maximizing the secrecy energy efficiency subject to joint and distributed power constraints, respectively.
A. SOME PRIMARY RESULTS ON VERY LONG RANDOM VECTORS
In this paper, we consider a M-MIMO relaying system, and thus the channels can be modeled by very long random vectors. During the analysis, we will use some primary results on very long random vectors. Prior to performance analysis, we first introduce these useful results.
T be mutually independent n×1 vectors whose elements are i.i.d. zero mean random variables with variances σ 2 p and σ 2 q , respectively. Then, as n → ∞, the very long random vectors p and q have the following properties [38] :
A: According to the law of large numbers, we have → denotes the almost sure convergence. B: According to the Lindeberg-Lévy central limit theorem, we have 1
where d.
→ denotes convergence in distribution.
B. SECRECY OUTAGE CAPACITY
In this subsection, we focus on the analysis of secrecy outage capacity in an AF M-MIMO relaying system with no instantaneous eavesdropper CSI and imperfect instantaneous legitimate CSI. Based on the received signals in (2) and (3), the legitimate and eavesdropper channel capacities are given by
respectively, where W is the spectral bandwidth, and the term 1 2 appears since two slots are consumed in a whole transmission. γ D and γ E are signal-to-noise ratios (SNRs) at the destination and the eavesdropper, which can be expressed as
where
Then, according to the definition of secrecy outage capacity in (7), for a given outage probability bound ε, the secrecy outage capacity for an AF M-MIMO relaying system can be approximated
, when the number of relay antennas is large.
Proof: See Appendix A. It is worth pointing out that the secrecy outage capacity may be negative from a pure mathematical view. Hence, it is necessary to find the condition that the positive secrecy outage capacity exists. Let ρα R,D N R = A, −α R,E ln ε = A·r l , and P S α S,R N R = B, where
. Then, the secrecy outage capacity can be rewritten as
Inspecting the expression for the secrecy outage capacity in (14) , it is found that if and only if the condition 0 < r l < 1 holds, the secrecy outage capacity of an AF M-MIMO relaying system with no instantaneous eavesdropper CSI and imperfect instantaneous legitimate CSI is positive.
Proof: See Appendix B.
Remarks: It is worth pointing out that 0 < r l < 1 is a precondition for performance analysis and optimization in such an AF M-MIMO relaying system. Equivalently, for given channel conditions and outage probability requirements, there is a constraint on the minimum required number of antennas at the relay in order to fulfill 0 < r l < 1. Specifically, in order to guarantee a positive secrecy outage capacity, the number of relay antennas N R must be greater than
. Note that even with a stringent requirement on the outage probability, the condition
can be always met by simply adding antennas, which is a main advantage of an M-MIMO relaying system. In what follows, we only consider the case of 0 < r l < 1.
Furthermore, checking the monotonicity of the secrecy outage capacity, it is found that for a given P S , the secrecy outage capacity of an AF M-MIMO relaying system is an increasing function of P R once P R ∈ 0, −
and is a decreasing function of P R once P R ∈ −
Remarks: It is easy to see that if the relay uses the power
α R,E ρα R,D N R ln ε , the M-MIMO relaying system gets the maximum secrecy outage capacity for a given P S and ε.
In what follows, we call
α R,E ρα R,D N R ln ε as capacity maximizing relay power allocation. Note that the capacity maximization optimal power P R is an increasing function of P S , α S,R and ε, and is a decreasing function of α R,E , α R,D and ρ.
C. SECRECY ENERGY EFFICIENCY
In this paper, we aim to design energy-efficient power allocation schemes for such an AF M-MIMO secure relaying system by maximizing the secrecy energy efficiency (bit per Joule), defined as the ratio of secrecy outage capacity and the total power consumption.
At first, we investigate the total power consumption in such a secure relaying system. Similar to previous related works, we model the total power D(P S , P R ) as the sum of powers at the source and the relay, which is given by
where P C is the constant circuit power consumption per antenna at both the source and the relay, including the power dissipations in the transmit filter, mixer, frequency synthesizer, digital-to-analog converter and analog-to-digital converter which are independent of the actual transmit power and are assumed to occur all the time, and P 0 is the basic power independent of the number of antennas. The factor 1/2 before P S and P R appears since the source and the relay only send message in one of the two slots. In addition, η 1 and η 2 denote the efficiency of the power amplifiers of the source and the relay, respectively. For example, if η 1 = 0.2, there are 5 Watts consumed in the power amplifier for every 1 Watt of radiated power in the RF. Hence, combining (14) and (15), the optimization objective, namely secrecy energy efficiency, can be expressed as
As analyzed above, the secrecy outage capacity is a decreasing function when P R belongs to the region
Then, as P R increases, the secrecy energy efficiency decreases. In other words, the maximum secrecy energy efficiency must appear when P R ∈ 0, −
Hence, we only consider the case of
In this paper, we aim to jointly optimize source and relay powers for maximizing the secrecy energy efficiency subject to a minimum secrecy outage capacity constraint and a transmit power constraint. In general, there are two kinds of power constraints in relay systems, including joint and distributed power constraints. In what follows, we discuss the two scenarios in detail, respectively.
D. POWER ALLOCATION WITH JOINT POWER CONSTRAINT
As analysis above, the source and relay powers have a tight connection, thus we first consider the scenario where the total transmit power is bounded by P max . Then, the optimization problem can be formulated as
where C min is the minimum secrecy outage capacity satisfying a certain requirement of secure communication. Checking the optimization problem J 1 , it is found that it is not jointly convex of P S and P R , therefore it is unlikely that a solution is obtained directly. To address this problem, we propose an alternative optimization method by applying the following property inf x,y f (x, y) = inf xf (x), wheref (x) = inf y f (x, y) [39] . Specifically, we can transform the original problem into two sub-problems. The first sub-problem is to optimize the source power P S for a given relay power P R , and the second sub-problem is to optimize the relay power P R for a given source power P S . Repeat the two sub-problems until both P S and P R converge. First, we consider the sub-problem with a given relay power P R . In this case, the objective function is reduced to
, which is usually non-convex due to the nonlinear fractional form. In general, by making use of a basic VOLUME 5, 2017 property of fractional programming [40] , the objective function is equivalent to C soc (P S , P R ) − q D(P S , P R ), where q is the maximum secrecy energy efficiency, namely q = max P S C soc (P S ,P R )
D(P S ,P R )
. Thus, the sub-problem is transformed to
Checking the optimization problem J 2 , we have the following interesting property: For a given relay power P R , C soc (P S , P R ) − q D(P S , P R ) is a concave function with respect to P S , and the feasible set for P S is a convex set.
Proof: See Appendix D. Thus, J 2 is convex with respect to P S for a given q , and thus we can easily derive the optimal source power P • S in this case by some standard convex optimization algorithms.
Updating q with
, we can derive a new P • S . We repeat to compute P • S until q has converged. Then, the derived P • S when q converges is selected as the source power for a given P R . Note that such a fractional programming method obtains a globally optimal solution of sub-problem with a given relay power P R [40] .
Similarly, for the sub-problem with a fixed source power P S , we can transform it to the following form by exploiting the property of fractional programming
is the maximum secrecy energy efficiency for a given P S . As proved in Appendix D, the objective function is concave and the feasible set is convex with respect to P R . Hence, J 3 is a convex optimization problem, and the optimal relay power P • R can be obtained by solving this sub-problem. Again, we update q with
and repeat to compute P • R until v has converged. Then, the derived P • R after convergence of v is selected as the relay power for a given P S . With this procedure, also global optimum of the sub-problem with a fixed source power P S can be obtained. In summary, we propose an iterative algorithm for energy-efficient power allocation with joint power constraint at the source and the relay as follows:
Note that the proposed iterative algorithm for energyefficient power allocation with joint power constraint always Algorithm 1: Energy-Efficient Power Allocation With Joint Power Constraint 1) Initialize the system parameters P • S = P max /2 and P • R = P max /2. 2) Given a P R = P • R , repeat to compute the solution of J 2 by updating q , and obtain the optimal source power P • S when q has converged. 3) Given a P S = P • S , repeat to compute the solution of J 3 by updating v , and obtain the optimal relay power P • R when v has converged. 4) Repeat 2) and 3) until
has converged. Then, return P S = P • S and P R = P • R as the optimal source and relay powers, respectively.
converges. This is because the secrecy energy efficient increases after each iteration, but it will not surpass the maximum secrecy energy efficiency.
E. POWER ALLOCATION WITH DISTRIBUTED POWER CONSTRAINT
In this subsection, we consider the scenario that the source and the relay have a distributed power constraint. Thus, the optimization problem for energy-efficient power allocation can be described as
where P S,max and P R,max are the maximum transmit powers for the source and the relay, respectively. Note that except for an extra affine constraint, J 4 is similar to J 1 . Therefore, J 4 can be transformed to a solvable optimization problem, and then solved by an analogous iterative algorithm. Remark: Comparing the above two energy-efficient power allocation schemes, it is easy to find that the scheme with joint power constraint performs better than the one with distributed power constraint under the condition of P max = P S,max + P R,max . This is because the scheme with joint power constraint can adjust the power between the source and the relay more flexibly. In other words, the feasible set with distributed power constraint is a subset of that with joint power constraint. Furthermore, through asymptotic analysis, it can be shown that the two schemes have the following characteristics: The scheme with distributed power constraint asymptotically approaches the same saturated energy efficiency as the one with joint power constraint, as the allowable maximum transmit powers tend to infinity.
Proof: If P max , P S,max and P R,max are sufficiently large, the feasible set becomes also very large. Since the objective functions of the two schemes are the same and concave with respect to the powers, the two schemes will choose the same optimal powers. Thus, they asymptotically achieve the same secrecy energy efficiency. Moreover, the secrecy energy efficiency can be transformed to a concave function of source and relay powers. Then, once the feasible set is large enough, the optimal solutions will not change. In other words, the secrecy energy efficiency is saturated.
IV. SIMULATION RESULTS
To examine the effectiveness of the proposed energy-efficient joint power allocation schemes for an AF M-MIMO secure relaying system, we present several simulation results for the following scenario: we set N R = 100, W = 10 kHz, ρ = 0.9, ε = 0.05, P C = 1 W, P 0 = 10 W, and C min = 5 kb/s unless otherwise stated. We assume that the relay is located in the middle between the source and the destination. To represent the interception capability of the eavesdropper simply, we normalize the path losses to α S,R = α R,D = 1 and use α R,E to denote the relative path loss of the link from the relay to the eavesdropper. Note that α R,E > 1 means that the eavesdropper is closer to the relay than the destination, and thus the eavesdropper has a strong interception capability. The interception capability increases as α R,E enlarges. We set α R,E = 1.5 without extra explanation and η 1 = η 2 = 1 for simplicity. Note that all simulation results are obtained through Monte-Carlo simulation by averaging over 10000 channel realization. In simulations, the proposed power allocation schemes converge after no more than 10 iterations.
For simulations, we take capacity maximization power allocation scheme (Cap. Max. PA), equal power allocation scheme (Equal PA), degraded energy-efficient power allocation scheme (Degraded PA) as baseline schemes. Specifically, Cap. Max. PA scheme jointly allocates the source and relay powers by maximizing the secrecy outage capacity, Equal PA scheme equally distributes the maximum power to the source and relay, namely P S = P R = P max /2, and Degraded PA scheme optimizes the source or relay power for a fixed relay or source power by maximizing the energy efficiency. Moreover, we use JPC and DPC to denote the proposed energyefficient power allocation schemes with joint and distributed power constraints, respectively.
First, we testify the accuracy of the derived theoretical expression of secrecy outage capacity with P S = P R = 10 dBW fixedly. As seen in Fig. 2 , the theoretical results are well consistent with the simulations in the whole α R,E region with different outage probability requirements, which proves the high accuracy of the theoretical analysis. Given an outage probability bound of ε, as α R,E increases, the secrecy outage capacity decreases. This is because the interception ability of the eavesdropper enhances when the distance between the eavesdropper and the relay is shortened. Moreover, for a given α R,E , the secrecy outage capacity increases with the increase of ε.
Second, we show the impact of r l on the secrecy outage capacity in such a secure relaying system with α R,E = 1. As seen in Fig. 3 , the positive secrecy outage capacity exists only when 0 < r l < 1, which confirms the theoretical claim. Given r l and P R , the secrecy outage capacity increases gradually as P S adds. However, the performance gain by increasing P S from 10 dBW to 20 dBW is smaller than that by increasing P S from 0 dBW to 10 dBW. Then, there will exists an optimal P S maximizing the secrecy outage capacity, as proved in theoretical analysis.
Third, we compare the secrecy energy efficiency of the two proposed joint power allocation schemes. For fairness of comparison, we set P S,max = P R,max = P max /2. As depicted in Fig. 4 , the energy efficiency of both schemes increases for larger P max , since the energy-efficient optimization can make use of a larger feasible set. For a given α R,E , JPC performs better than DPC in the moderate P max regime. This is because JPC is able to allocate the power between the source and the relay more flexibly. However, the two schemes asymptotically achieve the same saturated performance once the maximum allowable power is sufficiently large, which reconfirms our theoretical claim. In addition, the energy efficiency of both schemes decreases as α R,E increases, because the interception capability of the VOLUME 5, 2017 eavesdropper increases accordingly. However, even with a large α R,E , i.e., α R,E = 5, it is possible to obtain a high energy efficiency under the condition of a relatively strict power constraint, such as P max = 5 dBW, which exhibits the advantage of M-MIMO relaying techniques for secure communications. On the other hand, if power constraint is quite stringent, i.e., P max = −20 dBW, the secrecy energy efficiency becomes zero. This is because the requirement of a minimum secrecy outage capacity cannot be met with a small P max . Fortunately, it is likely to solve this challenge by adding relay antennas. In the following, we investigate the effect of ρ on the secrecy energy efficiency of the two proposed power allocation schemes. Again, for fairness of comparison, we set P S,max = P R,max = P max /2. As seen in Fig. 5 , the secrecy energy efficiency of both schemes increases as ρ gets larger. This is because a large ρ corresponds to a more accurate channel state information for beamforming design at the relay, which then results in a higher performance gain. In addition, it is found that with a large ρ, JPC performs noticeably better than DPC, since JPC can utilize the available power more flexibly and effectively. Furthermore, the performance gain for increasing P max from 5 dBW to 10 dBW is smaller than that for increasing P max from 0 dBW to 5 dBW. Therefore, it is confirmed again that the energy efficiency may be saturated in the large P max region.
Next, we examine the impact of the number of antennas N R on secrecy energy efficiency for different circuit powers per antenna P C in Fig. 6 . In this case, we set P S,max = P R,max = P max /2 = 2.5 dBW. The number of antennas N R at the relay is varied for illustration purpose from 20 to 200. Each curve corresponds to a different P C . In the case of P C = 0 mW, the secrecy energy efficiency of both schemes increases monotonically with the number of antennas, thus it is better to adopt the maximum available number of antennas. However, in the case of P C = 100 mW, the secrecy energy efficiency increases first and then decreases as N R increases. This is because a large N R may not only provide a high array gain, but also results in more consumed circuit power. Thus, it makes sense to select the optimal number of relay antennas from the perspective of maximizing the secrecy energy efficiency. If P C is quite large, i.e., P C = 1 W, the secrecy energy efficiency decreases as M enlarges. Then, the benefits of the massive MIMO relay for secrecy energy efficiency disappear. In addition, for a given N R , the secrecy energy efficiency descents as P C increases, since the power dissipated in the circuits grows.
Finally, we compare the performance of the two proposed schemes and some baseline schemes, including Cap. Max. PA, Equal PA, Degraded PA w. fixed P S and Degraded PA w. fixed P R . In this study, we set P S,max = P R,max = P max /2, α R,E = 1 and C min = 4 kb/s. It is observed from Fig. 7 that, in the low P max regime, all schemes nearly have the same performance, since they will use all the power under this condition. As P max increases, JPC and DPC exhibit obvious performance advantage over the baseline schemes. Especially, due to more degrees of freedom for power allocation, JPC performs much better than the other schemes. In the high P max regime, both JDC and DPC achieve a saturated performance, while the efficiency of the other schemes tends to zero. This is because in this scenario, the secrecy outage capacity is finite and the consumed power tends to infinity, so the secrecy energy efficiency asymptotically approaches zero for the baseline schemes. Therefore, the proposed energyefficient joint power allocation schemes can achieve a huge performance gain.
V. CONCLUSION
In this paper, the M-MIMO relaying technique has been introduced to significantly enhance wireless PHY-security, even with no instantaneous eavesdropper CSI and imperfect instantaneous legitimate CSI. It is found that secrecy energy efficiency is a concave function of the source and relay powers. Then, we have proposed two energy-efficient joint power allocation schemes with joint and distributed power constraints, respectively. Moreover, it is shown that the scheme with joint power constraint performs better than the one with distributed power constraint, but they asymptotically approach the same saturated performance as the maximum available power grows large.
APPENDIX A DERIVATION OF THE SECRECY OUTAGE CAPACITY
According to the definition of the secrecy outage capacity in (7), for a given ε, we have
where F(x) is the cumulative distribution function (cdf) of γ E . In order to derive the secrecy outage capacity, the key is to get the expression of C D (P S , P R ) and the cdf of γ E . First, based on the SNR at the destination in (12), the legitimate channel capacity of an AF M-MIMO secure relaying system can be expressed as (37) Then, we put the attention on the pdf of γ E in (13). According to Property A of very long random vectors in (8), we have
(38) 
If x < dN R /e, we have
Since x ≥ N R /e is impossible when
Hence, we get the theoretical expression of the secrecy outage capacity.
APPENDIX B PROOF OF THE CONDITION FOR A POSITIVE SECRECY OUTAGE CAPACITY
To get the condition for a positive secrecy outage capacity, we first rewrite (14) as
Examining (42), it is found that if and only if 0 < r l < 1, the secrecy outage capacity is positive. According to the definition of the relative distance-dependent path loss r l = −α R,E ln ε ρα R,D N R , 0 < r l < 1 is equivalent to the following condition:
In other words, only when
, the secrecy outage capacity is positive. Therefore, we get the condition for a positive secrecy outage capacity.
APPENDIX C PROOF OF THE MONOTONICITY OF SECRECY OUTAGE CAPACITY
At first, taking the first derivative of (14) with respect to P R , we have
Let C soc (P S , P R ) = 0, we get two solutions
Due to the fact of P R ≥ 0, (45) is the unique optimal solution in this case. Specifically, when
, we have C soc (P S , P R ) < 0. Specifically, C soc (P S , P R ) improves as P R increases in the region from 0 to 1 Ar l √ r l (B + 1), while C soc (P S , P R ) decreases as P R increases in the region from 1 
Ar l
√ r l (B + 1) to infinity. Therefore, for a given P S , the secrecy outage capacity is an increasing function of P R once P R ∈ 0, − P S α S,R N R +1 α R,E α R,D ρN R ln ε , and is a decreasing function of P R once P R ∈ − P S α S,R N R +1 α R,E α R,D ρN R ln ε , ∞ .
APPENDIX D PROOF OF THE CONVEXITY OF J 2 AND J 3
First, we prove that C soc (P S , P R ) − q D(P S , P R ) is a concave function of P S for a fixed P R . Intuitively, for a fixed P R , C soc (P S , P R ) − q D(P S , P R ) has the same concavity as C soc (P S , P R ), since q D(P S , P R ) is affine. Thus, we focus on the proof that C soc (P S , P R ) is a concave function with respect to P S . When P R is treated as a constant, the secrecy outage capacity can be rewritten as 
where B 0 = α S,R N R . Let h 0 (P S ) = 1+ P R AB 0 P S P R A+B 0 P S +1
1+
P R AB 0 P S r l P R Ar l +B 0 P S +1
, which can be rewritten as h 0 (P S ) = P R A + 1 P R Ar l + 1 1 + P R A(r l − 1)
It is clear that h 0 (P S ) has the same convexity as − > 0 and r l − 1 < 0. Therefore, h 0 (P S ) is a concave function. Thus, W 2 log 2 (h 0 (P S )), namely C soc (P S , P R ) in (47), is also a concave function of P S for a fixed P R due to C soc (P S ) = , which is a convex set of P S . Secondly, the constraint condition (23) can be rewritten as P S ≤ P max − P R , which is also a convex set. Thirdly, in constraint condition (24) , it has been proven that C soc (P S , P R ) is a concave function of P S , and thus the feasible of (24) is convex. In other words, the feasible set of J 2 is convex since the convexity is preserved under intersection. Hence, J 2 is a convex problem with respect to P S .
Next, we consider the sub-problem with a fixed P S . Similarly, we also first prove that the secrecy outage capacity C soc (P S , P R ) is a concave function of P R for a fixed P S , when P R ∈ 0, − P S α S,R N R +1 α R,E α R,D ρN R ln ε . In this case, the secrecy outage capacity can be rewritten as C soc (P S , P R ) = W 2 log 2 1 + P R AB P R A+B+1 1 + P R ABr l P R Ar l +B+1
.
Similarly, let g 0 (P R ) = 
Taking the second derivative of g 0 (P R ) with respect to P R , we obtain g 0 (P R ) = 2A 2 B(1 − r l ) ((P R Ar l + 1)(P R A + B + 1)) 3 × P R Ar l (P is negative. Thus, W 2 log 2 (g 0 (P R )), namely C soc (P S , P R ) in (49), is a concave function due to the fact of C soc (P R ) = − W 2 1 g 0 (P R ) 2 g 0 (P R ) 2 + W 2 1 g 0 (P R ) g 0 (P R ) ≤ 0, when P R ∈ 0, − 3(P S α S,R N R +1) α R,E α R,D ρN R ln ε . Finally, we can get that C soc (P S , P R ) is a concave function of P R for a fixed P S , when P R ∈ 0, − P S α S,R N R +1 α R,E α R,D ρN R ln ε . Moreover, the feasible set is obviously convex. Thus, J 3 is a convex optimization problem.
